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Abstract 

In this paper, we use software rejuvenation as a preventive 

and proactive fault-tolerance technique to maximize the level of 

reliability for continuous and safety critical systems. We take both 

transient faults caused by software aging effects and network 

transmission faults into consideration and mathematically analyze 

the optimal software rejuvenation period that maximizes system's 

reliability. The theoretical result is verified through empirical 

studies. 
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Reliability is a critical criteria for many computer applications, 

specially for systems that directly interact with physical 

environment. For long lasting and continuous applications, such 

as factory control systems and deep space exploration vehicles, 

software aging caused system performance degradations, such 

as increased resource usage or prolonged execution time, can 

result in catastrophe consequences. Maintaining long lasting and 

continuous system's reliability has been both a research and an 

engineering challenge for many years. 

 

To provide evidences for slowdown phenomena caused by 

software aging, we have conducted a simple experiment which 

opens and closes the Matlab R2012b and records the Matlab 

startup time. The test program is the only application running on 

the test machine. Fig. 1 shows the measurements of the Mathlab 

startup times over a week. Each time points represents the 

average Matlab startup time over 6-hour time interval. As shown 

in the figure, opening the Matlab takes 10% more time than when 

the system starts a week ago. 

 

 

 

 

 

 

 

Fault-tolerance is a widely studied topic for ensuring system 

reliability. Commonly used fault-tolerance mechanisms include 

time redundancy, such as check-pointing and re-execution, and 

space redundancy, such as replication and voting. However, all 

these mechanisms tend to improve the system reliability in a 

passive way, i.e., they handle faults after their occurrences. Other 

than the passive fault-tolerance methods, another group of 

mechanisms are proposed to proactively improve the system 

reliability, such as fault prediction and software rejuvenation. 

 

In this paper, we present an approach that uses software 

rejuvenation to maximize long lasting and continuous (24*7) 

system's reliability. Different from existing work in the literature, 

we take both transient faults caused by software aging and 

network transmission faults when migrating tasks between two 

processors into consideration, and decide an optimal software 

rejuvenation period that maximizes system reliability. 

Fig. 2 System State Transition Model with Rejuvenation 

Fig. 3 System Model 

Fig. 1 Aging Effect on Matlab Startup Time 

Fig. 4 System Rejuvenation and Failure Rate 

The research is supported in part by NSF under grant number 

CAREER 0746643, CNS 1018731, and CNS 1035894. 

Fig. 5 Reliability vs Rejuvenation Period 

Conclusion 

Preventive and proactive fault-tolerance techniques are needed 

to maintain system reliability for long lasting and continuous 

applications. In this paper, we use both backup and software 

rejuvenation mechanisms to maximize system's reliability. In our 

study, we take both transient faults caused by software aging and 

network transmission faults into consideration and have 

mathematically analyzed the optimal rejuvenation period that 

maximizes system reliability. The empirical study confirms with 

the theoretic analysis. 


